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i AFEGLUARDING
DEPARTMENT OF DEFENSE a.FACILITY CLEARANCE REQUIRED
CONTRACT SECURITY CLASSIFICATION SPECIFICATION SECRET
{The requirements of the Bol> Industrial Security Mamial apply to all security aspects of this effory | bLEVEL OF SAFEGUARDING REQUIRED
None
2. THIS SPECIFICATION 15 FOR: (X and complete as applicable) 3. THIS SPECIFICATION IS: X and complete as applicabla)
8 PRIME CONTRACT NUMBER Date (YYMMDD)
X | 3. ORIGINAL (Compiste dale in ali cases) 2011/01725
2. SUBCONTRACT NUMBER b, REVISED fSupsrsedes | Revision No, Dater {Y¥8AMDD}
all previcus specs)
¢ SOLICITATION OR OTHER NUMBER Dus Bata (YYMMDD} Data {YYMMID)
X NNG11346309R TBD FINAL (Cornplate Hem 5 in all casas)
4. 15 THIS AFOLLOW-ON CONTRACT? | YES NO. i Yes, complete the following:
Classified matarial recalved or generaled under NNGO7CAISC {Precading Conlract Number) are transferred to this follow-on contract,
5. 18 THIS A FINAL DD FORM 2547 I YES [ X 1 NO. If Yes, complete the following:
in response to the confractor's request dated » eetandion of the classified madedsl i3 authorized for the perod
6. CONTRACTOR (Inciude Commercial and Government Entity (CAGE} Coda) }
a NAME, ADDRESS, AND ZIP CODE b.CAGE CODE ¢ COGNIZANT SEGURITY OFFICE (Name, Addrass, and Zip Coda)
TBD TBD
7. SUBCONTRACTOR
aNAME, ADDRESS, AND ZIP GODE b.CAGE COOE | c.COGNIZANT SECURITY OFFICE {Name, Address, and Zip Cods}
8. ACTUAL PERFORMANCE
aLOCATION h.CAGE CODE ¢.COGNIZANT BECURITY OFFICE {Name, Address, and Zip Code)
Goddard Space Flight Center
Greenbelt, MD 20771

8. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Off-site and On-site Mission Assurance Services Support

10.CONTRACTOR WiLL REQUIRE ACCESS TO:| YES| NO ] 11. IN PERFORMING THIS CONTRACT, THE CONTRAGTOR YES| NO
a. COMMUNICATIONS SEGURITY (COMSEG) INFORMATION | 3 AT LRSS TO TS T X
b HESTRICTED DATA % | b RECEIVE CUASSIFIED DOCUMENTS ONLY X
& CRITICAL NUCLEAR WEAPON GESIGN INFORMATION X | o RECENE AND GENERATE CLASSIFIED ViATERTAL X
4. FORMERLY RESTAICTED DATA Y Vo FABRICATE, WOTHFY, DR STORE CLASGIEED HARDWARE X
5 NI LIGENCE TNFORMATTON %, PERFORM SERVICES ONLY %
{1} Sansifive Compartmented Inforemation (SCIJ X m X
{&) Nor-5C1 X | R0 DR DIFER pw‘”ﬁ Y OIS T TN “ : pmz. L IPUTIAATR) X
T SPECIAL ACGESS NFORMATION X |t REQUIRE A COMBEC ACCOUNT ¥
g NATO INFORMATION X 1 & FAVE TEMPEST REGUIREMENTS X
7. FOREIGN GOVERNMENT TNF ORMATION % {5 HAVECPERATIONS SECURITY (OPSEC) REQUIREMENTS X
T UMITED DISSEMINATION INE DRMATION X PR BE ALTRORIZED 70 GSE 1HE DEFENGE COURIER SERVICE X
i FOR GRFIGHAL USE ONLY INFORMATION X | . CTHER [Specity) ¥
k. oTHER impecty NASA SBU Information | ¥
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12. PUBLIC RELEASE Any information {classified or unclassified} pertaining to this contract shall not be released for public dissernination except as provided by the
Industriaf Security Manual unless it has been approved for public release by appropriate U.S. Governmaeat audhorly, Proposed public relsases shall be submitted for
wal prior 10 refaass
Direst [ ] Through (Specity)

NASA Goddard Space Flight Center, Office of Public Affairs, Code 130, Greenbelt, MD 20771

CC To the Public Affairs Division, NASA Heatquarters, Washington, D.C. 20548 for review.

13, SECURITY GUIDANCGE. The security classifiection guidance needed for this classifind effort is identified below. i any difficully is encountered in applying this
guidance or if any other contributing factor indicates a need for changes in this guidance, the contractar is suthorized and encouraged to provide recommended
changes; to challange the guidance or the classification assigned to any information or malerial furnished or ganarated under this confract and to submit any quastions
for interpratation of this guidance to the officiat identified below. Penting final decision, the information wolved shall be handisd and protected at the highest level of
classfication assigned or recommandad. {Fill in as approprate for the classified effon. Aftach, or forward under separate corraspondence, any
documentsiguidasiextracts referenced hereln. Add additional pages as needed to provide complele guidance.)

In performance of this contract, some personnel may require access to classified information up to the SECRET level,

The Contractor must have sufficient mamber of ¢leared employees assigned duties under this contract to be able to

complete all classified work assignment sup to and including SECRET.

NASA Space Network Security Classification Guide, January 1, 2010

DoD 5220.22-M, National Industrial Security Program Operating Manual, February 28, 2006

NSA C58 Policy Manual 3-16 “Controi of COMSEC”, August 5§, 2005

National Security Telecommunications Systems Security Instruction (NSTSS81) 4005 Safeguarding Communications
Security (COMSEC) Facilities and Materials, August 1997

5, Amendment to NSTISSI 4065 (NSTISSC-003-98), March 2, 1998

6. Amendment to NSTISSI 4005 (CNSS-079-03), August 5, 2003

7. CNSSP-1, National Policy for Safeguarding and Control of COMSEC Materials, September 2004

8

9

B L 2

. NPR 1600.1, NASA Sccurity Program Procedural Requirements w/Change 2, April 1, 2009

5, NPD 1600.2E, NASA Security Policy, April 28, 2004 (Revalidated 4/1/2009)

10, NPR 2810.tA, Security of Information Technology, May 16, 2006

11. NPD 2810.1D, NASA Information Security Policy, May 9, 2009

12. GPR 1600.1, Goddard Security Requirements, April 3, 2008

13, NPI) 1660.1B, NASA Counterintelligence (CT) Policy November 18, 2608

14. NPR 1660.1, Counterintelligence (CT)/Counterterrorism (CT) Procedural Requirements December 21, 2004
15. OMB Circular A-130, Management of Federal Information Resources

16. Federal Information Security Management Act of 2002

14. ADDITIONAL SECURITY REQUIREMENTS, Raquirements. in addition t0 1ISM requiraments, are established for this i i Yes [ X I No
confract, {If Yes, identify the partinant contractual clauses in the contract documant itself, of provide an apprapriaie staiement wheh

jentifies the addiional reguirements. Provide a copy of the reguitements 1o the copnizant security offios. Lse e 13 if additionat space is

naeded.)

15, INSPECTIONS. Elements of this contrast are culside the inspection responsiility of the cogrizant security office. (If Yas, explain [ Yeas I X ! No
and identify specific areas or elements carved out and the activity respansible for inspections. Use flem 13 If additionat spacs I8 needed.)

16. CERTIFICATION AND SIGNATURE. Securify requiremants stiled harein are complete and adequate for safeguarding the classified information o be released
or generated under this classifiad efforl. All questions shall ba referred to the offictal named below.

a. TYPED NAME OF CERTHYING OFFICIAL B TILE CTELEPHONE {Include Area Code)

Pamela A. Starling Industrial Security Specialist 301-286-6863

d. ADDRESS {include Zip Cods) 17. REQUIRED DISTRIBUTION

NASA Goddard Space Flight Center X | & CONTRAGTOR

Code 246 |5 SUBCONTRACTOR

Greenbelt. MD 20771 X} 5 COGMIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

e SIGNATURE 6. U8 AGTIVITY RESPONSIELE FOR OVERSEAS SECURITY ADMINISTRATION

/ . | @ ADMINSTRATIVE CONTRACTING OFFIGER
M/ [ X | ¢ oTHERS A NECESSARY  NASA Headguarters, PAD/Code 130

003 Form 254 Reverse
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13. Security Guidance (Continued}

Any employee, who observes or becomes aware of the deliberate or suspected compromise of,
classified national security information shall promptly report such information personally to the GSFC
Counter Inteliigence (CI) Office. If unclassified but sensitive information appears compromised by

or on behalf of foreign or domestic powers, organizations or persons, employees shall report such
information to the GSFC CI Office. If an employee becomes aware of information pertaining to
international or domestic terrorist activities, employees shali also report to the GSFC CI Office. If
the information indicates a computer compromise or other cyber intrusion, the Office of Inspector
Gengeral shall be promptly notified,

If an employee becomes aware of deliberate or suspected compromise of COMSEC keying material
or equipment, the employee shall promptly report such information personally to the GSFC COMSEC
Manager.




